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Division Mission

Mission: To improve information systems security by:

« Raising awareness of IT risks, vulnerabilities and protection requirements, particularly for
new and emerging technologies;

* Researching, studying, and advising agencies of IT vulnerabilities and devising techniques
for the cost-effective security and privacy of sensitive Federal systems;

* Developing standards, metrics, tests and validation programs:
to promote, measure, and validate security in systems and services
to educate consumers and
to establish minimum security requirements for Federal systems

+ Developing guidance to increase secure IT planning, implementation, management and
operation.
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Statutory Mandates

Federal Information Security Management Act of 2002
Federal security standards and guidelines
Minimum requirements;
categorization standards,
iIncident handling,

NSS identification, ...
Support of ISPAB

Cyber Security Research and Development Act of 2002
Extramural research support
Fellowships
Intramural research
Checklists
NRC study support
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Current NIST Security Activities

Focus Areas

Cryptographic Standards and E-Authentication

Emerging Technologies
Smart Cards, Wireless/PDAs, Authorization Management

Management and Assistance

Security Testing

11-0303 -4



e R SR s e
Cryptographic Standards and Applications

Goals
Establish secure cryptographic standards for storage and
communications & enable cryptographic security services in
e-Government applications through electronic authentication
and key management protocols.

Technical Areas
» Secure encryption, authentication, non-repudiation, key
establishment, & random number generation algorithms.
» Standards & guidance for e-Gov & e-Authentication
* PKI standards, interoperability, assurance & scalability

o, A
Socy, ;""ﬁ Key Managm"ﬂ:m:,ﬂ* Impacts
Y Applications & « Strong cryptography used in COTS IT products
» Standardized PKI & cryptography improves interoperability
* Availability of secure applications through cryptography
Collaborators FIRENEEE

* Cryptographic Standards & Guidelines

Industry:  ANSI X9, IETF PKIX, Baltimore Technologies, « Cryptographic Standards Toolkit

Certicom, Cy“nk, Dlgltal Signature TrUSt, RSA . Key Management Guidance

Security, Entrust Technologies, E-Lock * Modes for Block Cipher Algorithms

Technologies, Getronics, IBM, ID Certify,

Mastercard, Microsoft, Motorola, Netscape, * Infrastructure & Applications

Spyrus, Network Associates, VeriSign, *Industry and Federal Security Standards

Verizon, Visa, World Talk, public commenters *Identity Management and e-Authentication
ldentity Management Infrastructure

Federal:  Department of Treasury, Agencies *Securing e-Gov Applications With Cryptography
participating in Federal PKI Steering *Security Testing for e-Commerce Components

Committee and Bridge CA Project, FDIC, NSA
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Research & Emerging Technologies

Goals

+ Identify & exploit emerging technologies especially infrastructure niches

» Develop prototypes, reference implementations, and demonstrations

+ Transition new technology and tools to public & private sectors

» Develop the tests, tools, profiles, methods, and implementations for timely,
cost effective evaluation and testing

Technical Areas

» Authorization Management, Access Control, System Management
* Vulnerability Analysis, Intrusion Detection, Attack Signatures

* Mobile Code, Agents, Aglets, Java, Smart Cards

* Models, Cost-models, Prototyping, Reference Implementations

» Automated Testing, Security Specification

Impacts

+ Better cheaper and more intuitive methods of authorization management
* Creating internal competence in emerging technologies (i.e. mobile devices)
» World class vulnerability search engine
* RBAC Economic Impact Study

Industry:

Academic:

Federal:

Collaborators

IBM, Microsoft, SUN, Boeing, Intel, Booz
Allen, VDG, SCC, Sybase, SAIC, SUN, Lincoln
Labs, Lucent, ISS, Symantec, 3Com, Interlink,
Ford, CISCO, Lucent, Checkpoint, CIS, Oracle,
MITRE, Network Access Consortium, Intel,
SANS Institute

U Maryland, Ohio State, U Tulsa, George
Mason, Rutgers U, Purdue , George Washington,
U of W. Fla, UCSD, UMBC

NSA, DoD, NRL, DARPA, DoJ

Major Projects

e Smart Card Infrastructure

» Wireless/ Mobile Device Security

* Access Control & Authorization Management
* Technical Guidance

* ICAT Vulnerability/Patch Search Tool
* [Psec

« IDS

* Quantum Computing Support

* CIP Grants

* Checklists/Benchmarks
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Security Management and Assistance

Goals
* Provide computer security guidance to ensure sensitive government
information technology systems and networks are sufficiently secure
to meet the needs of government agencies and the general public
ey * Serve as focal point for Division outreach activities
Fire & * Facilitate exchange of security information among Federal

“::':nrl'::.t i . Environmental .
: A .. Protection government agencies
Technical Areas

» Computer security policy/management guidance
» Computer Security Expert Assist Team (CSEAT) security support to
Federal agencies
* Outreach to government, industry, academia, citizens
Impacts
» Agencies use standard, interoperable solutions
» Improved federal agency computer security programs

T Securi

Management I Accreditation

& Control Practices " Compliance
\:«_ Standards

Physical
Security * Reduced costs to agencies from reduction of duplication of efforts

» Use of “Shared Security Practices” among federal agencies

Major Project
Collaborators ajor Frojects

» Computer security expert assist team (CSEAT)

Tederals Al Federl Agsicts * Federal computer security program managers forum

Federal Computer Security Program Managers’ * Information security and privacy advisory board (ISPAB)

Forum » Computer Security Resource Center (CSRC)
OMB * Federal IT Security Self-Assessment Tool (ASSET)
GSA

* Selecting IT Security Products and Services; A User’s Guide
* Federal Practices Web site (FASP)
* Procurement Guideline

NSA
Industry: Security Product Vendors
Academia:Major Universities with Computer Security
curricula » Private Sector Policies and Practices

* Security and Capital Planning
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Security Testing and Metrics

User

Security
Needs

Product

Validation I

Metrics

IT Security

Standards

Goals
Improve the security and quality of IT products
Foster development of test methods, tools, techniques, assurance metrics, and
security requirements
Promote the development and use of tested and validated IT products
Champion the development and use of national/international IT security
standards

Technical Areas
Provide Federal agencies, industry, and the public with a proven set of IT
security testing methodologies and test metrics
Promote joint work between NIST, the American National Standard Institute
(ANSI) and the international standards community

Impacts
Timely, cost-effective IT security testing
Increased security in IT systems through availability of tested products
Creates business opportunities for vendors of security products, testing
laboratories, and security consultants

Collaborators

Federal: NVLAP, State Dept., DoC, DoD, GSA, NASA, NIST, NSA, DoE,

OMB, SSA, USPS, Treasury, VA, DoT, Dol, FAA

Industry: American National Standards Institute (ANSI), InfoGard Laboratories
Inc., CygnaCom Solutions, DOMUS IT Security Laboratory, COACT,

Inc. CAFE Lab, Atlan Laboratories, EWA, Logica Security

Consulting, CORSEC Security Inc., Oracle, CISCO, Hewlett-Packard,

Lucent, SAIC, Microsoft, Computer Sciences Corp., IBM, EDS,

VISA, MasterCard, Amex, Checkpoint, Computer Assoc., RSA, Sun

Microsystems, Network Assoc., Booz-Allen Hamilton, Entrust,
Silicon Graphics, Arca, AEPOS Technologies Corporation

Global:  Canada, United Kingdom, France, Germany, Korea

Major Projects

Cryptographic Security Testing

Cryptographic Module Validation Program (CMVP)

Security Control Development and Information System Certification &
Accreditation

Laboratory Accreditation (Common Criteria and CMVP)

Automated Security Testing and Test Suite Development

Protection profile development effort with government/industry
Industry Forums

Testing, Education, Outreach Programs, Conferences and Workshops
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Security Publications

 Guidelines

— Technical, Management and Operational Controls
— http://csrc.nist.gov/publications/nistpubs/index.html

e NIST Information Technology Laboratory Bulletins
— Topics vary
— http://csrc.nist.gov/publications/nistbul/index.html

e Standards

— Usually Highly technical — e.g., cryptographic algorithms
— http://csrc.nist.gov/publications/fips/index.html
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Recently Completed NIST Security

Guidelines

* 800-30, Risk Management Guide for Information Technology Systems

e 800-31, Intrusion Detection Systems

o 800-32, Intro to Public Key Technology and Federal PKI Infrastructure

« 800-33, Underlying Technical Models for Information Technology Security
e 800-34, Contingency Planning Guide for Information Technology System
« 800-40, Procedures for Handling Security Patches

« 800-41, Guidelines on Firewalls and Firewall Policy

« 800-44, Guidelines on Securing Public Web Servers

« 800-45, Guidelines on Electronic Mail Security

o 800-46, Security for Telecommuting and Broadband Communications

o 800-47, Security Guide for Interconnecting Information Technology Systems
 800-48, Wireless Network Security: 802.11, Bluetooth, and Handheld Devices

o 800-51, Use of the Common Vulnerabilities and Exposures (CVE) Vulnerability
Naming Scheme

o 800-55, Security Metrics Guide for Information Technology Systems
Available at http://csrc.nist.gov/publications/nistpubs/index.html 110303 11



NIST ITL Bulletins

2003

IT Security Metrics

Testing Intrusion Detection Systems

ASSET: Security Assessment Tool For Federal Agencies
Security For Wireless Networks And Devices

Secure Interconnections for Information Technology Systems

2002

Security Of Electronic Mail
Security of Public Web Servers
Security For Telecommuting And Broadband Communications

Security Patches And The CVE Vulnerability Naming Scheme: Tools To
Address Computer System Vulnerabilities

Cryptographic Standards and Guidelines: A Status Report

Overview: The Government Smart Card Interoperability Specification
Contingency Planning Guide For Information Technology Systems
Techniques for System and Data Recovery

Risk Management Guidance For Information Technology Systems

Guidelines on Firewalls and Firewall Policy
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| Address |@ hittp: /fesre.nist. gov/faspd

Information Technaslogy Labaratory

Computer Security Division (€sD) & (CSRC)

Computer Security
Resource Center

NIST

MlalTaaieal Dinaliloler of
Slorrdards and Tedlwelogy

Federal Agency Security Practices

FASE Areas
Pilot BSPs
FAQ

submit FASP

Dther Secdrity
Fractice Sites

Federal Computer
Security Procrarm
Managers' Farum

Faoints of Contacts

i
]
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B
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Federal Computer Security Program Managers Foram

FASP Areas

AP in the listing below that do not rl—"rl—'rl—'r -. =nCy

:|H'I|I:|1'|||r| Tl‘ A=) :=-=::|r||r_||E'_' EIH-' r_lrl_l--lljlz'd |r| a ﬂl-'

BSP submissi
The ariginal B : = 2
FASE ||r|l S are in f"1'- W0 m‘] ’rurrn;ﬂ' [ ----IH'H:II_H' # 1.

AUDIT TRAILS -
rmaintains a record of system activity by system or application processes and by
user activity.

Sample Generic Palicy and High Level Procedures for Audit Trails Q8Mm200

AUTHORIZE PROCESSING (C&A) -
provides a form of assurance of the security of the system.

icedification and Accreditation -- DLA ™ 0311201
&4 of Core Financial System -- USAID * 024501
Howy to Accredit Information Systems for Operation -- DODIMEWT * a1 101
Sample Generic Palicy and High Level Procedures for Cedificationiccreditation 08/0200
CONTINGEHCY PLANNING -

how to keep an organization's critical functions operating in the event of disruption,
large and small.

Continuity of Dperations -- Treasury * 0519500

contingency Planning Template - Doy no date




Information Technology Laboratery -- Computer Security Division NIST

Computer Security Resource Center (CSRC) Natlonal Institute of

Standards and Technology

Focus Areas Publications Advisories Site Map

HOME Information Technology Security

Federal Agency
Security Practices (FASFEY

Practices & Checklists /| Implementation Guides

Computer Security Resource Center - CSD
Filot BSF =

FAQ Public I Private Security Practices m

Federal Computer Some security practices in the listing below may not reference
Secutity Prodram an organization's affiliation. These practices are provided in a
Wanaders' Forum generic format. The second column specifies the type of file
format (Ex. MS Word, pdf, Texzt file, etc.) that the file is available
PubliciPrivata in. The third column contains the date when the file was posted

Security Practices Bl this pane.

Checklists 1 MIST invites public and private organizations to submit their information security practices
Irnplermentation as nominated candidates for inclusion in its Computer Security Resource Center. With
Guides the recognition that protection ofthe Mation's critical infrastructure is dependent upon
e effective information security solutions and to minimize vulnerabilities associated with 3
Submit Practices variety of threats, the broader sharing of such practices will enhance the overall security of
& Checklists the nation. Today's federal networks and systerns are highly interconnected and
Iraplementation interdependent with non-federal systems. Access to information security practices in the
Guides public and private sector can be applied to enhance the overall pedformance of Federal

infarmation security programs.
Foints of Contacts

MHominated candidate policies and procedures may be submitted to BIST in any area of
infarmation security including, but not limited to: accreditation, audit trails, authaorization of
processing, hudoget planning and justification, cedification, continency planning, data
integrity, disaster planning, documentation, hardware and system maintenance,
identification and authentication, incident handling and response, life cycle, network
security, personnel security, physical and environmental protection, production
inputioutput controls, security policy, program management, review of security controls,
risk management, security awareness training, and education to include specific course




AOOress |4 | htkpeficat, nisk, govicat, cim

ICAT

M ETABASE

Welcome to JCAT!

[CAT contains:

6108 vulnerahilities
Last updated:
08:27103

index of IrlTllrrrHtIHrl an
C urnputHr --ulertuh’u

I IJI-HIT-- -mlj links
users to vulnerability and
patch information.

; and support

C llrltrlhut
of the fallowing
arganizations: CERIAS,
FedCIRC, 1SS X-Force,
HIAP, SANS Institute,

and Security Focus.

Your CVE Yulherahility Search Engine
SEARCH DOWNLOAD HNOTIFICATION CONTACT

Search Hps:

Search-> Al entries | 1“‘r’ear| b konths

I’ 1
.

INFO

All drop down menus are ANDed together to create a query.

Click a link belovr to look up vulnerabiliies by vendor or product name
represents non-alphabetic characters

Double- -quotes are ignored in text-search; Individual words are ANDed together.

3 Months

TOP TEN LIST STHTISTICS

Fesetwalues

Vendor

Product

Yersion

Keyword search
(try a3 CWE or CAN name]

Severity

General Filters:
Comimon Sources

Related exploit range
Yulnerabhility consequence
Yulnerahility type

Exposed component type

Entry type
Entries since the following date

o

--- Choose a Vendor or Product ---

_AaB CE FLH LK LW ol RT LW J.Z All
_AaB CE FLH LK LW ol RT LW J.Z All

o

| 4

Any banth j |Any “r’earj

ICAT Cregtor: Peter hisll

ICAT Developers: Kathy Ton-MNu and hichael Reilly

I T bl ooy e = U o ppm g m g s F g gy Bl =y g ] el o= oy i e Ly oy e o oppe s [ g m b = | ™ = oy g

R R R X

The [CAT hietabaze is a product of the Computer Securty Division =t the Mational Institute of Standards and Technology



File  Edit Miew Favorites Tools  Help

= Back - = - @ i | @Search (3] Favarites @Media @ | %v =3

Address 2:]http:,l',l'u:sru:.nist.gnv,l'cryptval,l'aes,l'aesval.html j f’)G

Advanced Encryption Standard Algorithm Validation List

Lasf Update: Augnst 28, 2003

The page provides technical information about implementations that have been validated as conforming to the Advanced Encryption Standard (AES) Algorithm, as specified in Fe
Information Processing Standard Publication 197, Advanced Bnerppfion Sfandard.

The list below describes implementations which have been validated as correctly implementing the AES algorithim, using the tests found in The & dvanced Encryption Statdard
Algorithm Validation Suite (AESAVE. This testing is petformed by HVLAP aceredited Croypptographic Module Testing (ChT) laboratories.

The implementations below consist of software, firnoarare, hardware, and any combination thereof. The National Institute of Standards and Technology (MIST) has made every atte
provide complete and accurate information about the inplementations described in this document. However, due to the possibility of chatiges made within individual compardes,
cannot guarantee that this document reflects the cutrent status of each product. It is the responsibility of the wendor to notify HIST of any necessary changes to its entry it the
following list. & walidation certificate izsued to each vendor also indicates 1) the CMWT laboratory that tested the implementation, and 2) the operating envviromment used to test the
implementation (if software o firnvarare).

This list is ordered in reverse numerical ordet, by certificate namber. Thus, the more recent validations are located closer to the top of the list. Also indicated after the date of walid
are the modes (e. g, ECE, CFE, etc)), states (encryption(e) andfor decryptiond)), and key sizes (128-hit, 192-hit, and/or 256-bit) for which the implementation was validated. For Con
(CTE) mode, the counter source (internaliing) andfor externallext)) is also indicated:

Advanced Encryption Standard (AES) Algorithm Validated Inplementations

. Val. Modes/States Key sizes/
Certé Vendor ‘ Implementation Date Description
e - I ECB(e/d; 128,192,.256); CBC(e/d; 128,192,256); CFB128(e/d; 128,192,256
2'| i, (: n i, OFB(e/d; 128,192 256); CTR(ext only; 128,192 256)
st Lentury |, e |
ol gironns | The F-Secure Cryptographic Library for Windows is a 140-2 Lewvel 2 complia

software module, implemented as a 32-bit Windows compatible DLL. The mor

L
C ryp+og rO ph I c provies an assortment of cryptographic services to client processes that atta

iistances of the module DLL"

v Security e im0

a T [ et



Address |@ hiktp: f fniap.nist, govcc-schemegvalidatedProducts, bkml

Operating Systemnms =-- click here for definition

Al Al for Poveer V8. 2, Frogram IBM Corporation EAL 4 Apr 02
Mumber 8765-E6Z Audgmented
ALC FLR.1 -
B1/EST-x, W2 0.1 with A, W 4.3 Bull 5.A and B EAL 4 Mov 99
Informationsysterme Augmented _—
DeutschlandGmbH ALC_FLR.Z
Hewlett-FPackard HP-LE {110 Hewlett-Fackard Ltd. EaL 4 Sep 01 e L
ersion 11.11 =
IRy 6.5.13, with patches 4254, Silicon Graphics, Inc. EAL 3 Apnr 02
4451, 4452 e =
MOKIAIPED 35 and 3.5.1 Mokia Internet EAL 4 Jul 03 g
Communications =
Trusted IRENCHMA v B.5.1 3, with Silicon Graphics, Inc. EAL 2 Mlay 02
patches 4354, 4451, 4452, 4373, -+ =
4473
Solaris 8 202 Sun Microsystems, Inc. EAL 4 Apr 03 e L
Sun Trusted Salaris, v 8 4/01 Sun Micrasystems, Ine. |EAL 4 |.J|_|n 0z ==
Sun Solaris Yersion 3 with Sun Microsystems, Inc. EAL 4 oy 00 ) L
AdrminSuite v3.0.1 =
SUSE Linux Enterprise Server Wa SUSE Linux AG EAL 2 Feb 02
(BEI-DEL-CC-0216-2003). Augmented [
ALC_FLRT
Wiiindowys 2000 Professional, Microsoft Corporation EAL 4 octnz
Sener, and Advanced Server with Augmentad E
SP3 and Q326886 ALC_FLR.3

Backto Tap




fddress I:@ http:ffesre. nisk, gowf

Computer Security Division (C5D)

NST

Information Technology Laboratory

Computer Security Resource Center (CSRC)

National Institute of
Standards and Technelogy

e

Ahout CSD:
® Wizgion Staterment
B Projects f Focus Areas

B oS0 staff
® | ncation

CSRC Website:

® New! Security
Ceification &
Accreditation
Guidelines

N ASSET

B Awareness, Training
and Education

® New! Practices &
Checklists
Implementation Guide

B Cryptodgraphic
Standards Toolkit

B Federal Agencies
Security Practices

B CAT Yulnerability
Datahase

Bk eyys

B Policies

B Pyhlications

B Public Key
Infrastructure

B Beturn on Security
Investments (ROS0H

B Security Events

| H TN N Y

Program Areas

C50's work is grouped into five major categaries,
described helow. A mare complete listing of research
areas is given here.

| Cryptographic Standards and Applications:
Focus is an developing cryptographic methods for
protecting the integrity, confidentiality, and
authenticity of information resources.....

Advanced Encryption Standard (AES)
Cryptographic Standards Toolkit
Encryption ey Recovery and SikiME
Fublic key Infrastructure (PED

B Security Testing:
Focus is anwoarking with government and industry to
establish more secure systems and netaarks by
developing, manadging and promaoting security
assessment tools, technigques, services, and
suppatting programs for testing, evaluation and
validation....

e Automated Security Self-Evaluation
Tool (&55ET)

e Cryptographic Module Walidation
Program (ChMYE)

« JPSec

e Mational Information Assurance
Parthership (NIAR)

B Sorurite Roceoarch { Fmerninn Torhnnlnnioe-

CSRC Wehsite Highlights

m Would wou like to receive e-mail notification(z)] when
MIST releases new security publicationz? Click hare
to learn more about it and how ta subscribe ta this list,

CSD Hews:

« September 4, 2003 In the draft Special
Publication 800340, Recommendation for
Black Cinher Modas of Onaration tha COM
Modte for Auwthentication and Confidentialiy,
the GG mode of the Advanced Encryption
Standard (AES) algorithm is specified far the
protection of sensitive, unclassified data.
The CCM algarithm combines the counter
(CTRY mode for confidentiality with the
cipher block chaining-messange
authentication code (CBC-MAC) technigue
for authentication. Further information on the
development of block cipher modes af
aperation is availahle atthe modes home
page hitpinist gowmodes).

FIST welcomes public comiments on the
draft until Dctoher 20, 2003; comments may
be sentto EncryptionModes @@nist gov.

« Rugust 27, 2003 -- (posted Sept, 2]
MIST is reguesting that public and
private sector organizations, on a
yvoluntary basis, submit their
information security practices for
inclusion on CSRC's new Public
Private Security Practices (PPSP)
website, The PRSP site will

[ ] [emn



What’s ahead from NIST?
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Categorization Standards

* Develop standard to categorize
information and information systems

» Federal Information Processing Standards
(FIPS) Publication 199, “Standard for
Security Categorization of Federal
Information and Information Systems” [-04

* csrc.nist.gov/publications/fips/index.html
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DRAFT

Mapping Types
of Information
and Information
Systems to FIPS
Pub 199 Security
Categories

Security Categorization

Low

Moderate

High

Confidentiality

The unauthorized
disclosure of information
could be expected to have
a limited adverse effect
on organizational
operations, organizational
assets, or individuals.

The unauthorized
disclosure of information
could be expected to have
a serious adverse effect
on organizational
operations, organizational
assets, or individuals.

The unauthorized
disclosure of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Integrity

The unauthorized
modification or destruction
of information could be
expected to have a
limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or destruction
of information could be
expected to have a
serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or destruction
of information could be
expected to have a
severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Availability

The disruption of access
to or use of information or
an information system
could be expected to have
a limited adverse effect
on organizational
operations, organizational
assets, or individuals.

The disruption of access
to or use of information or
an information system
could be expected to have
a serious adverse effect
on organizational
operations, organizational
assets, or individuals.

The disruption of access
to or use of information or
an information system
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.
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Mapping Guidelines

* Develop guidelines recommending the types of
information and information systems to be included in
each category described in FIPS 199

— Writing in progress. (Special Publication 800-60, “Guideline
for Mapping Types of Federal Information and Information
Systems to Security Categories”)

* Interagency Workshop held July 31, 2003
e Publication due Summer 2004
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Minimum Security Requirements

* Develop minimum information security requirements
(1.e., management, operational, and technical security
controls) for information and information systems in
each such category—

= Project underway at NIST to develop:

Federal Information Processing Standards (FIPS)
Publication 200, “Minimum Security Controls for
Federal Information Systems”*

Final Publication NLT December 2005

NIST Special Publication 800-53 will provide interim guidance until completion and adoption of FIPS
Publication 200.
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Special Publication 800-53

Recommended Security Controls for Federal Information Systems

= Provides a master catalog of security controls for
information systems (incorporated from many
sources (NIST SP 800-26, DoD Policy 8500, D/CID 6-3,
ISO/IEC 17799, GAO FISCAM, HHS-CMS)

= Recommends baseline (minimum) security controls
for information systems in accordance with security
categories in FIPS Publication 199

= Provides guidelines for agency-directed tailoring of
baseline security controls
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Certification and Accreditation

* Conduct periodic testing and evaluation of the
effectiveness of information security policies,
procedures, and practices (including management,
operational, and technical controls)

= Project underway at NIST to develop:

Special Publication 800-37, “Guide for the Security Certification and
Accreditation of Federal Information Systems”

Special Publication 800-53A, “Techniques and Procedures for
Verifying the Effectiveness of Security Controls in Federal
Information Systems”

v New draft Public Review — Spring 2004
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Special Publication 800-53A

Techniques and Procedures for Verifying the Effectiveness
of Security Controls in Federal Information Systems

= Provides standardized techniques and procedures
for independent certification agents to verify the
effectiveness of security controls

= Provides a single baseline verification procedure
for each security control in SP 800-53

= Allows additional verification techniques and
procedures to be applied at the discretion of the
agency

11-0303 -26



Some of the Guidelines in Development

* Border Gateway Protocol

* Security 1n the Capital Planning Process
* Domain Name System (DNS) Security
* Voice over Internet Protocol

» Procurement — Services and Products

* Checklist Development
» Revision of NIST IT Security Handbook



Cyber Security Checklists

o Definition: a checklist setting forth settings and
option selections that minimize the security risks
associated with each computer hardware or
software system that is, or is likely to become,
widely used within the Federal government.

e NIST to set priorities for development
 NIST Workshop held September 25-26, 2003
* http://csrc.nist.gov/checklists/

« DHS S&T support
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NIST Checklist Template

 An XML template used to describe a checklist
» (ataloged in the web-searchable database

» A user searches the fields of the templates to locate
appropriate checklists

 Fields include:
IT product name
Environment (high security, enterprise, SOHO)
How the checklist was tested
Revision dates

11-0303 -29



Information Technology Laboratory Computer Security Division (CSD) INIST

Computer Security Resource Center (CSRC) B as et 1 s

About Checklists Search the Security Checklist Database

Under the Cyber Security Research and
Development Act, NIST is charged with
developing security checklists. These

checklists describe security settings for Search

commercial IT products. By specific product name Microsoft Windows 2000

Security Environment . . : :
Security environments are SOHO, By Secu”ty environment ngh Securlty
Enterprise, High Security, or Custom.

Checklists can also be associated with

the security as contained in : By product type Operating System

Partners

The checklists provided on this website
are provided by a wide variety of Results
vendors, government agencies,
consortia, non-profit organizations, and

user organizations. For a complete list, (llst of cheCkliStS)

click . NIST gratefully acknowledges

their contributions and assistance in

providing this security service. NIST Windows 2000 Special Publication
Disclaimer NSA Wlpdows 2000 Securl‘Fy Guide . .
The contents of each checklist is the DISA Windows 2000 Security Configuration Guide
responsibility of the submitting . . .

organization. We encourage users to CIS Windows 2000 Guide — Level 2

send comments on specific checklists to

the appropriate author.
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Checklist Categories

e Under review - out for public review
* Final — completed review, 1ssues addressed

* Supported — support for the checklist
available

* Non-supported — no support available

* General — applies to a technology or a class
of products, 1.e., for firewalls



Participation Requirements

e Create a checklist and submit the XML template

» Agree to respond checklist-related to
questions/comments

* For certain checklists, agree to update the
checklist on timely basis or else withdraw the
checklist

» Agree to test the checklist and specify how the
checklist was tested
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Reviewing Checklists

* For all checklists, NIST will review for format,
readability, general quality, adherence to program
requirements

e NIST will perform a limited technical review in
cases where 1t has expertise in the technology

e NIST will post candidate checklists for public
review and comment

* Issues will be addressed before final posting of the
checklist
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Current Status

* Workshop completed, enthusiastic response
from attendees

« Workshop Final report 2™ Qtr, FY04
 Drafting internal procedures, 2™ Qtr, FY04

* Checklist Special Pub 1% draft ready for
public review 2™ Qtr, FY 04



Status Continued

* Workshop for common checklist formats with
configuration vendors 3™ Qtr, FY04

 Final release of Checklist Special Pub, 3 Qtr,

FY 04

e DISA STIG checklists posted on beta checklist
web site, 314, 4th Qtr, FY04

« Windows XP checklists 4t Qtr, FY04

e Commitment for some vendors to participate
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Next Steps for FY03, FY06

* Continue working on common checklist
formats

* Encourage vendors to pre-configure
products with checklists

* Continue posting checklists and operating
checklist web site



Many challenges remain. ..

Some examples...



3 Stoplight Charts

» Specific Technology guidelines,
specifications, testing requirements, &
guidance for settings of specific products
and scanning tools

* Comprehensive Guidance Suite

* Expanding cryptographic toolkit and related
testing



Security Product Specifications
and Testing

e Problem

— Many of today’s commercially available technology products do not have
the level of security appropriate to protect the nation’s critical
infrastructures.

— Moreover, we do not have a sense whether vendors’ claims of security in a
product is actually present and functional.

e Solution

— consensus-based security requirements (“protection
profiles™) for key families of information technology
products;

— corresponding detailed testing procedures to
accompany each set of requirements; and

— advisory guideline for each technology area
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Finding Hidden Malicious Code

e Problem
— Hidden malicious code may be buried in software
— No cost-effective means to uncover

* Solution
— More research needed in automated scanning tools
— Need for ways to measure effectiveness of tools

— Software test data set
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Cryptographic Security for
Constrained Environments

 Problem:

— Devices with constrained processing and storage power (e.g.,
sensor embedded systems) cannot incorporate traditional
cryptography because of high-overhead processing costs.

— Risks from amateur attempts to ‘tailor’ existing standards to fit.

e Solution:

— Expand the NIST cryptographic toolkit to accommodate these
limited power, small-sized computing environments;

— Develop and promulgate guidance on where the new standards
are technically appropriate; and

— Develop the next generation of agile cryptographic security
standards for process control, embedded systems, and mobile
applications.
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Security Composability

 Problem:

— In the end, we operate systems, not components, BUT —

— We do not have technical means to understand the resulting
security properties of connecting individually understood
components.

e Solution:

— Develop models to better understand security associated
with assembling a networked computer system from
components; and

— Develop advanced methods to express security
requirements for integrated systems, and metrics to enable
rapid testing.
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Wireless Security

 Problem:

— Little security exists to protect the ever-growing array of mobile
and wireless systems now being deployed.

— Wireless deployment 1s inexorable.
— Temporary security standards “band-aids’ are inadequate for
long-term.
 Solution:

— Work with industry to speed the improvement of wireless security
standards and ensure that insecure “interim fixes’” do not become
entrenched;

— Study and report on new security i1ssues and properties
appropriate for wireless intrusion detection systems; and

— Develop means for location-based security policy enforcement.
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Protocol Security

 Problem:

— Flaws 1n protocols allow exploitation.
e.g., Distributed Denial of Service attacks

— Continued development of protocols without attention
to security.

e Solution:

— Design security tools and guidance for protocol
designers; and

— Develop and provide automated web-based testing for
implementers of widely used protocols with security
consequences.
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Summary

NIST’s cyber security work provides:
» Increased protection against cyber security disruptions;

* Increased trust and confidence 1n the security of the IT
infrastructure leading to increased usage for transactions,
increased productivity, and enhanced flexibility of use;

« Improved cyber security for government information
systems enhancing the ability of agencies to deliver services
electronically and ensuring continuity of operations; and

* Decreased life-cycle costs of government I'T

 Many challenges remain.
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